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Introduction

Lethal Autonomous Weapons Systems (LAWS) have been called
“the third revolution in warfare, after gunpowder and nuclear
arms”l. An autonomous weapon is a system that has the “ability
to select and engage targets without human intervention”? and
is meant to make decisions by itself without human agency.
Human Rights Watch (HRW) has dubbed this phenomenon as
“human-out -of-the loop”3. It is not to be confused with either
drones or automated defense systems. The former is remotely
piloted by a person, who has the ultimate decision to specifically
select targets and hit them, whereas automated defense systems
are human-supervised and work in structured and defined
roles, fed into their programming. As the British Ministry of
Defense says in its reports, “We are not talking about cruise
missiles or remotely piloted drones, but about, for example,
flying robots that search for human beings in a city and
eliminate those who appear to meet certain criteria.”4
International Committee of the Red Cross (ICRC) in Convention
on Certain Conventional Weapons (CCW) in its Meeting of
Experts defined it as: “An autonomous weapon system is one
that has autonomy in its critical functions, meaning a weapon
that can select (i.e. search for, detect, identify, track) and attack
(i.e. intercept, use force against, neutralize, damage or destroy)
targets without human intervention”>.
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Unlike drones and defense systems, autonomous weapons are
still in the process of development and are yet to be deployed in
a battlefield, though the prospect of autonomous weapons in
future warfare cannot be ruled out. At the end of 2015, Pentagon
put forward a request of a whooping amount of $12-15 billion
for autonomous weaponry for the 2017 budget®. Moreover, the
US Air Force has predicted that by, “2030 machine capabilities
will have increased to the point that humans will have become
the weakest component in a wide array of systems and
processes”’. UK Ministry of Defense in 2011 estimated that, fully
autonomous weapons could be available by 20258 Some
political pundits have called them idle prognostications.

Lethal Autonomous Weapons Systems (LAWS) or Kkiller robots,
as some call them, have generated a great debate among policy
makers, academia and scientists vis-a-vis the shifting nature of
future warfare and the concomitant security, legal and
humanitarian consequences it will likely entail. Proponents of
autonomous weapons claim that their development will yield
much “cleaner war with less collateral damage” and unlike
human beings, who get tired, are easily ideologically influenced
and are prone to be misguided, autonomous weapons will have

more sophistication and better decision-making capacity on
battlefield®.

On the other hand, some scientists, human rights organizations
and NGOs have campaigned for a preemptive ban on Lethal
Autonomous Weapons (LAWS) or Lethal Autonomous Robots
(LARs). Opponents of autonomous weapons consider them to be
a potential lethal technological development that would change
the nature of war in unintended ways. Endowing machines with
capabilities and responsibilities to supersede human beings not
only in their capacity to strike targets but to also make moral

CISS Insight: Quarterly News & Views
2



Lethal Autonomous Weapons System (LAWS)
judgments by taking decisions like gauging military gains
against collateral damage and distinguishing combatants from
civilians, can have serious humanitarian and legal
repercussions. In May 2014, the United Nations under the
auspices of Convention on Certain Conventional Weapons
(CCW) held its first meeting on Autonomous Weapons Systems
and explored the issues of moral and legal implications of
developing increasingly autonomous weapons10.

In 2016 the Fifth Review Conference of the High Contracting
Parties to the Convention on Prohibitions or Restrictions on the
Use of Certain Conventional Weapons decided to establish a
Group of Government Experts (GGE) to further explore the issue
of Lethal Autonomous Weapons. The GGE would meet
sometime in 2017 to formulate a set of recommendations
regarding the future course of action in the realm of LAWS!L,
Besides this, multiple NGOs are working under the banner of the
Campaign to Ban the Killer Robots and call for a preemptive ban
on autonomous weapons.

Policy Positions of States

It is also important to discuss the policy positions of different
states on lethal autonomous robotic weapons. Eighty-seven
states participating in the informal meeting of experts of
Convention of Certain Conventional Weapons (CCW) on Lethal
Autonomous Weapons Systems (LAWS) have put forth a wide
spectrum of policy positions, which range from outright ban, a
temporary moratorium, to the viability and feasibility of these
weapon systems to be an important component of military
armory.
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Pakistan, Cuba, Ecuador and Egypt have called for a legally
binding protocol or agreement to ban the production and
manufacture of autonomous weapons. Citing the “illegal,
unethical, inhuman and accountable” nature of autonomous
weapons and invoking the precedent of non-detectable
fragments and blinding lasers, Pakistan called for a preemptive
ban effected through a binding CCW protocoll2. On the other
hand, United States of America (USA) and Israel have both
alluded to the possibility of introducing autonomous weapons
in their military arsenal. In the first CCW experts meeting in May
2014, Israel argued that it found feasible for autonomous
weapons to reach certain capabilities to remove apprehensions
attendant to the development of LAWS!3, United States of
America (USA) enunciated its policy position on autonomous
weapons in a policy directive of Department of Defense (DoD).
[t states that the US is trying to establish a “prudent, flexible and
responsible framework for the development and use of
autonomous capabilities in weapons systems including a
stringent review process for certain new types of autonomous
weapons that might be proposed in future”14.

France, Germany and United Kingdom have claimed that they
neither possess autonomous lethal robotic weapons nor do they
intend to acquire them in future. These states have, however,
shied away from calling an outright ban on LAWS, stating the
need for further substantive deliberations for a future
direction15. Russia has lauded the efforts of Human Rights
Council of United Nations to discuss and create awareness
regarding the various consequences of autonomous weapons,
but it has shown deep skepticism about CCW’s efforts to achieve
desired results, thus unnecessarily bloating expectations. Indian
policy position on autonomous weapons has focused on their
likely security impact and the inevitability of technological gap
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among states, encouraging powerful states to rely more on
military means to further their national interests since the cost
of such ventures would have considerably reduced in future?®.
Though, India has not called for a new set of legally binding
protocols to regulate lethal autonomous robotic weapons, it has
raised important questions regarding the sufficiency of Article
36 reviews and Martens Clause (both discussed below) to make
states to take into account the fact that the development of lethal
autonomous robotic weapons does not violate international
humanitarian law. Other states, including China, have been less
than unambiguous in their official positions and stated the need
for greater deliberation and discussion to reach any conclusive
decisions.

Humanitarian and Moral Consequences

Since LAWS are still in the process of development and are yet
to be deployed in battlefield, the discussion on the humanitarian
consequences of autonomous weapons will at best be
speculative, but no less significant. The most serious
consequence of autonomous weapons systems would be the
gradual removal of humans from the battle front and the
delegation of decisions of life and death to a machinel’. The
machine will have the autonomy to determine targets and hit
them. Most likely it will create a situation for both military and
civilian leadership to ethically dissociate themselves from
grotesque cost of warl8.

Moreover, since the recorded human history, human reasoning
has been the predominant factor in determining the ends and
goals of warfare, but autonomous weapons systems hint for the
first time the possibility of removing human operators from the
war. If recent technological developments have made it possible
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for soldiers to “spatially and temporally distance themselves
from battlefields”1, then autonomous weapons systems
promise the prospect of altogether supplanting them. Like
drones, they will create “asymmetrical safety between
belligerents”29, stimulating the stronger side to adopt a
provocative posture.

Nobel Laureate Jody Williams asks, “Where is humanity going if
some people think it is okay to cede the power of life and death
of humans over to a machine”. Some have called it “affront to
human dignity and to the sacredness of life”21. Not denying the
monstrosities and macabre acts committed by human race in
past, human disgust at gory scenes of warfare has always been
a source of restraint, however ineffectual, but autonomous
weapons, unlike human beings, will be bereft of human
impulses of compassion, empathy and disgust.

As discussed later, LAWS could possibly undermine arms race
stability and might lead to a destabilizing arms race among
competitors. Different states designing different algorithms for
their autonomous systems quite plausibly raise the specter of
unintended consequences. Consequences that can prove lethal
for human civilization if they force nuclear weapons states to go
to war. In addition, there is the real threat of autonomous
weapons operating in situations and environments that are
outside the confines of its programming. How will they react in
such cases and what possible repercussions do they entail?

But the more important question is: Is moral decision-making
by human beings an algorithmic capacity, likely to be emulated
and mastered by science? If the answer is not in affirmative and
the source of our moral values should be sought in the realm of
intuition and non-algorithmic capability, then how can even the
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most sophisticated of weapons or computers capture this?22
These are genuine questions answers to which go a long way in
determining the shape of future warfare and human society.

Even if science were to make “ethical” autonomous weapons
that could possibly distinguish between combatants and
civilians, maintain proportionality and not to resort to
indiscriminate killings, who can ensure that they will just be
used ethically?

Legal Consequences

Opponents of Lethal Autonomous Weapons Systems(LAWS)
have invoked International Humanitarian Law(IHL) to call for a
preemptive ban. They claim autonomous weapons systems
contravene Geneva Convention and its Additional Protocols,
more specifically Article 36 of the 1977 Additional Protocol 1 to
the Geneva Convention and as Kanwar explains, consider that
“weapon autonomy marks a paradigmatic shift from the so-
called humanization of International Humanitarian Law”.

The 1949 Geneva Convention obligates states signatory to it to
ensure three criteria in any attack: military precaution,
proportionality and discrimination. It is relatively easy for
automatic weapons defense systems like US MK 15 Phalanx
Close-in Weapons System (CIWS), the Counter Rocket, Artillery
and Mortar System (C-RAM) as well as Israel’s Iron Dome, to
sense an incoming munition and neutralize it, as they are pre-
programmed to operate in structured and defined roles?23, but
the use of autonomous weapons in more complex security
environments and urban and population centers and involving
autonomous selection of targets makes it extremely difficult to
maintain military precaution. Making people skeptical of the
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assertion that autonomous weapons will yield “cleaner wars
with less collateral damage”.

Satisfying the principle of proportionality would be no less
difficult. Military proportionality is gauging the military
objectives in relation to their potential for collateral damage. Till
now no existing weapon system has the capability to
autonomously evaluate military gains against its potential cost.
How will autonomous weapons systems ensure that they meet
this criterion is a moot point. How can they maintain a sufficient
level of situation awareness24 during war and in battlefield?
What are the alternatives if the machine malfunctions? How will
autonomous weapons react in unanticipated situations that are
beyond its programming? Moreover, despite claims by its
proponents that given the situational awareness and better
decision-making capacity on battlefields by autonomous
weapons, people are hard pressed to believe that these systems
will ever be able to discriminate between combatants and non-
combatants. For example, how do they identify individual
fighters from civilians? As James Stuart Russell says, “combatant
is not a visual category, rather it is a class of persons engaged in
an unidentified set of activities”.

In addition, Article 36 of the 1977 Additional Protocol 1 to the
1949 Geneva Convention imposes an obligation, referred to as
legal review, on states signatory to it to prevent use and
manufacture of weapons that violate and are in contravention
of international law, to determine the lawfulness or otherwise
of a new weapon or the upgradation of existing ones. It states:

“In the study, development, acquisition or adoption of a new
weapon, means or method of warfare, a High Contracting Party
is under an obligation to determine whether its employment
would, in some or all circumstances, be prohibited by this
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Protocol or by any other rule of international law applicable to
the High Contracting Party”25.

A careful perusal of the Article 36 yields the following inferences
that it prohibits states from means of warfare restricted by a
treaty to which it is a party. Secondly, if the state is not party to
such a protocol/treaty, it must examine it against the rules of
Additional Protocol 1 and other treaties to which state is a party
to. The former includes the conduct for hostilities:
discrimination, proportionality and precaution.

Most importantly, if there are no customary laws or pertinent
treaties binding the states to regulate the acquisition of new
weapons, then the state must consider the weapon in the light
of the “Martens Clause”. Martens Clause was first found in Hague
Convention and later it was made part of Additional Protocol 1
of Geneva Convention which states that, “In cases not covered
by the law in force, the human person remains under the
protection of the principles of humanity and the dictates of the
public conscience”26,

Human rights organizations and some NGOs campaigning for a
ban on Lethal Autonomous Weapons Systems (LAWS) consider
it incumbent on states intending to develop such systems that
increase autonomy in weapons to implement the afore-
mentioned legal requirements.

Manufacture and use of autonomous weapons will also
contravene the right to a remedy, enshrined in the Universal
Declaration of Human Rights (UDHR). Its article 8 obligates
states to ensure that any person whose rights or freedom are
violated shall have an “effective remedy”2’. Right of remedy is
dependent on individual accountability. Autonomous weapons,
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as defined in the introduction, do not include the element of
human agency and are meant to take decision and determine
targets themselves. What will be the accountability process in
such situations? Who is to be assigned responsibility when
systemic errors and malfunction lead to unintended
consequences and crimes? Accountability and apportioning
responsibility have been two important factors in modern
warfare to force a semblance of restraints on the actions of
states. Further erosion of these two principles will not only
encourage states to low military threshold but also accentuate
legal impunity.

Security Implications

Notwithstanding the strong legal and moral case against Lethal
Autonomous Weapons Systems (LAWS), security factor/
calculation would be the key issue for states developing or
intending to develop autonomous weapons. Do benefits of
autonomous weapons outweigh their potential for damage?
Those who are for increasing autonomy in weapons system
claim that it would be good for soldiers for they would give them
greater safety in relation to their rival belligerents. Wars will be
less unsavory for autonomous weapons, unlike humans, will
have better judgment on battlefield; they can work for greater
hours without getting wearied?8. Even necessary but less dirty
wars would be easy to launch because autonomous weapons
will supplant human operators from battlefield. There will be no
body bags coming back home, the impetus for mass protests
against military excursions. The flip side of this argument is that
the increasing safety level of soldiers or rather altogether
removing them from war, will proportionally hone the appetite
of states possessing autonomous weapons to lower the military
threshold and go for wars. Impunity and the incapability of one’s
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rivals to retaliate in kind will encourage states to adopt a more
aggressive and provocative approach towards other states.
Former US Deputy Defense Secretary, Robert Work, admitted
that he made “our competitors to wonder what is behind the
black curtain”. He also said that new technologies were aimed at
ensuring military superiority over Russia and China?2°.

Then there is the ominous prospect of a destabilizing global
arms race. Once a state develops autonomous weapons to gain
a military edge over its rivals, the latter is mostly likely to tread
on this path to neutralize the military imbalance. Anna Dragan,
an assistant professor at the Berkeley, has hinted at such a
possibility and has described it as the “equivalent of very cheap
and easily accessible nuclear weapons”30. The repercussions on
arms race stability would be very negative. The outcome of this
technological trajectory would be a burgeoning number of
autonomous weapons in possession of many states. This likely
prospect of many states acquiring autonomous weapons creates
the threat of autonomous warfare.

Besides wrecking the military balance, autonomous weapons
will also undermine crisis stability and increase the likelihood
of escalation. Firstly, the threshold for the use of force by
manned system against autonomous weapons might be
considerably lower. The absence of human agency in
autonomous weapons might delude the operator of manned
system into thinking that he will have a smaller cost to pay if he
launched an early attack against AWS. It can also have the effect
of “triggering a conflict in an act of miscalculated escalation”31.
Secondly, as escalation theory explains how initial stages of the
conflict will determine how it unfolds, imprudent and rash
escalation, taking unnecessary and dramatic risks make the
crisis inevitable by making it unlikely to be contained. To avoid
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such a dangerous prognosis, it is necessary that autonomous
weapons should be recallable and their posture hints that they
will not be launched immediately32. How will autonomous
weapons be called back once activated and engaged in
battlefield? The absence of human agency in autonomous
weapons will undermine the principles of restraints and
recallability, necessary elements not to let a conflict get out of
hands.

Lethal Autonomous Robotic Systems (LARS) will create greater
complications for smaller states. Military imbalance is already
skewed against smaller states, the development of autonomous
weapons and their introduction into battlefield will usher in a
new era of technological gap that will considerably undermine
and compromise the national security of less powerful states.
Pakistan aptly calls this a “situation of one-sided Kkilling”33.
Though it can be plausibly argued that disproportionate
distribution of military and technological might among the
states is independent of LAWS and even if they are not
developed, the military and technological gap will remain
between powerful and small states. But the elements of
asymmetrical safety, minimum risks involved in military
excursions for the aggressor and more importantly the
replacement of humans by machines present an ominous
prospect for militarily and technologically less capable states.
Moreover, small states will be forced in further upgradation of
their military capability to at least try to have a semblance of
deterrent force against unmatched and awesome military might
of rival states, in the process diverting precious meager
economic resources on expensive military machines. So, besides
military implications, the development of LAWS could possibly
have severe economic toll on less powerful states.

CISS Insight: Quarterly News & Views
12



Lethal Autonomous Weapons System (LAWS)

Since autonomous weapons will be operated through software,
all sorts of technical concerns can arise: malfunction, software
errors, communications degradations, cyber-attacks and
electronic deceptions. These issues could ultimate produce a
situation during tensions which could possibly culminate into
greater unwanted escalation.

Conclusion

As discussed in the introduction, Lethal Autonomous Weapons
Systems(LAWS) or Lethal Robotic Weapons Systems (LARS) are
still in the process of development and their military use and
deployment in battlefield is yet to be determined, but it should
not lead to complacency given the potential capability of
autonomous weapons to alter future warfare in unimaginable
and unintended ways. The conclusions drawn from the existing
literature on autonomous weapons are at best tentative, though
these are suggestive of some ominous prospects: incentivizing
wars and military adventurism for the possessors of LAWS,
creating greater threats for small states, attenuating the
traditional restraints during military tensions and crises and
more importantly undermining legal and moral principles for
some military tactical gains. These dire prognostication demand
concerted efforts by international community-CCW and UN- to
work towards the goal of neutralizing the threat of LAWS ever
being deployed in future warfare. Pakistan, Egypt, Cuba and
Ecuador have taken the lead in this direction, other states have
been less unambiguous.
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