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Abstract 

The use of artificial intelligence (AI) in nuclear affairs could 

be potentially dangerous. Quantum computing and AI based 

detection systems, speedy delivery platforms, revolution in 

remote sensing and precision targeting will challenge 

hardening, concealment, and survivability of the command 

and control, delivery platforms, weapons, decision makers 

and strategic assets.1 Therefore, the future nuclear forces and 

arsenals are likely to be more ready to use, decision making 

time urgent and nuclear doctrines are likely to be 

conceptually aggressive. However, AI inferior states may 

increase the number of their nuclear warheads to ensure a 

retaliatory strike, thus raising proliferation concerns. 

Moreover, these states will also be compelled to use cyber 

offences and time urgent postures as countermeasures. On 

the other hand, AI superior states may resort to counterforce 

first strike to ensure superiority in a nuclear war. This study 

will particularly explore how AI would increase the risk of a 

nuclear war, and impact the nuclear deterrence concepts.  
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Introduction 

Advancements in AI have raised both hopes and fears. The use of AI in 

nuclear matters is making the survival of nuclear forces, and 

command, and control of nuclear weapons more challenging. This has 

serious implications for nuclear deterrence and strategic stability. The 
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fast [quantum] AI based detection systems will provide more reliable, 

and accurate information about adversary’s nuclear forces, decision 

makers, command and control systems and strategic assets. 

Furthermore, autonomous launch platforms and speedy weapons will 

ensure timely targeting. Therefore, these technologies will give a 

sense of confidence to nuclear states to move towards time urgent 

and ‘ready to use’ postures. This could be destabilizing, as it would be 

difficult to identify and destroy all of the enemy weapons in a first 

strike. Some weapons are likely to survive, and a retaliatory strike is 

likely to result in mutually assured destruction (MAD). Moreover, a 

state possessing less AI capability may resort to using its nuclear 

arsenal first to avoid their detection and the possibility of 

decapitation.2  

Quantum computers, which are more efficient and faster than 

supercomputers will further enhance AI-based intelligent processing, 

big data analysis, image recognition, and remote sensing capabilities. 

At the same time, these systems are vulnerable to cyber-attacks, 

which can bring about catastrophic outcomes. Imagine what will 

happen if a hacker operates an autonomous nuclear delivery 

platform? What if a hacker launches a nuclear attack in peacetime? 

What if autonomous platforms launch an attack on the wrong country 

due to malfunction? What if the data set is not properly trained? What 

if the data set is tampered with? In such situations, AI can misguide 

humans in decision-making and start an unintended nuclear war.  

There can be a situation when due to malfunction or a deliberate 

hack; the machine orders the wrong launch of nuclear weapons. If this 

happens, the attributability of attack may pose a big legal and ethical 

problem. To avoid such a situation from emerging, there is a need to 

balance the AI developments with laws, safety, and reliability 

standards. Human control over the weapons of mass destruction 

should be an essential and necessary part of the regime to control AI 

use.  
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 The possibility of terrorists getting their hands on the cheaper drones 

that can travel hundreds of miles and deliver the payloads pose a 

potent threat to the security of the state’s command and control 

systems and its sensitive installations. A swarm of thousand drones 

can be difficult to deal with; even any advanced air force would face 

difficulties. What if terrorists operate these drones carrying smart 

bombs? This will particularly be a challenge for security organizations 

to deal with. 

This essay will primarily discuss the risks associated with the use of 

AI in nuclear weapons, besides how the autonomous weapons, AI 

based delivery platforms, and other systems will impact the concept 

of nuclear deterrence.  

Defining artificial intelligence (AI) 

There are many definitions of AI given by researchers. However, it is 

essential first to differentiate between three overlapping concepts 

Machine Learning (ML), Deep Learning (DL), and Artificial 

Intelligence (AI). Although these concepts overlap in some domains, 

they are not the same. DL is a subset of ML, and ML is a subset of AI.3 

ML can simply be defined as the algorithms that empower computers 

to learn by themselves based on the available data. DL is the next level 

of development of ML. It works like a human brain. Deep learning 

algorithms can be taught to do the same tasks for computers, which 

the human brain does for humans.4 However, the goal of AI is to make 

computers and machines learn from experience, think like a human 

brain and reason on their own. For this purpose, artificial neural 

networks use math and algorithms (computer programs) to 

impersonate the processes of the human brain to reason 

independently.5 There is not a single agreed definition of AI among 

researchers, but few definitions offer a better explanation. For 

instance, the US companion bill defined AI as “Any artificial system 

that performs tasks under varying and unpredictable circumstances, 

without significant human oversight, or that can learn from their 

experience and improve their performance…”6 William A. Carter from 
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CSIS defines Machine Intelligence (MI) as “MI refers to machines’ 

ability to perform tasks that would normally require human 

intelligence. Computer scientists and mathematicians develop MI 

systems by imparting the ability to find patterns in large data sets to 

computers (machine learning).”7 Stanford’s Researcher, John 

McCarthy defines AI, as “Artificial Intelligence is the science and 

engineering of making intelligent machines, especially intelligent 

computer programs. Artificial Intelligence is related to the task of 

using computers to understand human intelligence, but AI does not 

have to confine itself to methods that are biologically observable.”8 

Hacking AI 

AI will be increasingly used in a wide spectrum of organized human 

activities in future including nuclear, military, commercial and social 

organizations.9 However, the possibility that AI can be hacked is all-

real. Adversarial machine learning (AMI) can hack AI by tampering 

datasets or the physical environment. The following are a few of the 

methods used in hacking machine learning and artificial intelligence. 

i. Tricking a neural network: The technique is used to trick a 

neural network or to fool it into seeing something that is not 

there (misclassification).10  

ii. Evasion attack: In an evasion attack, the hacker adjusts 

testing samples during the early testing phase, but does not 

involve any influence over the training data.11 It is like an input 

that looks the same as the original to an individual.12  

iii. Poisoning attack: In this attack, the hacker poisons the 

original data by injecting his own samples to hijack the whole 

learning process. 13 

iv. Exploratory attacks: Hackers try to access the knowledge 

about the learning algorithm of the system and patterns in the 

training data sets, which is then used to launch an attack in 

later phases.14 

v. Data modification:  In this case, a hacker does not have access 

to the learning data, but has full access to the training data. The 
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 hacker poisons the training data before it is used for the 

training model.15 

vi. Logic corruption: It is a technique used by a hacker or 

malicious actor to alter the learning logic and hijacking or 

controlling the whole model.16 

The perils of AI for nuclear deterrence 

AI based platforms and other emerging technologies are likely to 

adversely affect nuclear deterrence. States will have difficulties to deal 

with robots capable of autonomously launching an attack. The 

scenarios discussed above are futuristic but possible. AI based 

detection systems will be able to identify enemy’s land, air, and sea 

based nuclear forces, and faster precision guided delivery vehicles 

will ensure their timely destruction. This means that these systems 

will not only impair the second strike capability of a state but will also 

make its ability to credibly communicate the threat questionable. This 

may result in deterrence breakdown. The following are some of the 

key AI based challenges to nuclear deterrence.  

Conventional threats 

The use of AI based conventional technologies will perhaps be more 

destabilizing for nuclear deterrence. Quantum-AI based remote 

sensing, intelligent locating, accurate targeting, speedy image 

processing, efficiency and speed of AI powered weapons will increase 

their efficacy as technology improves. This will increase the reaction 

time and will make survivability of nuclear forces, hardening and 

concealment even more difficult.  

In addition, autonomous terrain scanning platforms based on faster 

image processing algorithms will be useable in identifying enemy 

nuclear and ground forces in crisis or peacetime. US Air force will 

soon have AI powered pilots, who can better manage the flood of 

information, make informed decisions during the course of their 

missions, and do a better job in image processing to identify targets 

on the ground.17  
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AI based conventional weapons will have an advantage over human 

conventional operations. During the simulation exercise at the US air 

force research laboratory (AFRL), AI platform alpha (a software used 

to operate autonomous flying jets) defeated all other opponents 

including expert US pilots by using fuzzy tree methodology.18 This 

happened even when in several circumstances alpha was 

disadvantaged with respect to air technology, payloads, and aircraft 

model.19  

The faster and more accurate delivery platforms like hypersonic 

missiles, combined with advanced AI algorithms will generate a 

greater sense of confidence in a state’s ability to strike first. For 

instance, hypersonic cruise missiles coupled with the AI guidance 

system will take only a few minutes to reach their targets. This will 

not only add complexity to the decision-making, but states with lesser 

or no AI based capabilities may resort to the first strike in order to 

avoid the threat of decapitation or to offset the disadvantage of 

technological asymmetry. In any case, the use of conventional AI 

would question the state of mind and perceptions on both sides, and 

would further deteriorate the nuclear deterrence and strategic 

stability. 

AI decision making and nuclear deterrence 

Availability of enough time to verify the attack and decide responses 

are critical in nuclear decision making. However, decision makers in 

the chain of command at various levels are under information 

overload, time urgency, moral considerations, and many other 

stresses.20 Fast and difficult to detect weapons like hypersonic cruise 

missiles have constrained time distances, and the reaction time for the 

decision makers. AI provides many advantages over humans in 

overcoming these stresses. Processing and making sense of big data, 

and informed decisions making would be done using AI. In addition, 

fast hardware processors and software based on quantum computing 

will accelerate the completion of tasks for AI based platforms 

including decision making in the future.  
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 Nevertheless, relying on autonomous and faster decision making 

systems, in a response mode, could be disastrous for several key 

reasons. The adversary state may use its arsenal first in order to avoid 

the possibility of a decapitation strike as noted earlier. Moreover, AI 

decision-making system may resort to any of the possible conclusions 

set by an attacker. Likewise, decision-making can be affected by false 

and possibly tempered information. In addition, huge data sets for 

algorithms in case of nuclear launches would be needed (data training 

problem particularly occurs in case of deep learning algorithms) and 

simply the automation data biases may invoke irreversible decisions. 

Autonomous platforms and nuclear deterrence 

Autonomous delivery platforms could be unmanned sea, air, and land 

based including aircraft, submarines, and ground vehicles carrying 

nuclear weapons. 21 Although some scholars believe that autonomous 

delivery platforms will ensure the credibility of nuclear deterrence by 

ensuring a timely retaliation,22 this could be destabilizing at the same 

time. An adversary may perceive, the patrolling of an autonomous 

vehicle carrying nuclear weapons, as a nuclear attack and may strike 

first in order to avoid the threat of decapitation in fear or haste. 

Autonomous vehicles would be pre-programmed, and weapons would 

already be mated with delivery platforms, which will be a huge 

challenge for any nuclear state in ensuring positive and negative 

control of such weapons. There could be a case when an unmanned 

missile delivery vehicle launches the nuclear attack accidentally, 

unnecessarily, or based on any pre-condition set by malicious actors. 

Similarly, an autonomous nuclear AI machine may be compromised.  

AI detection systems and nuclear deterrence 

Quantum computing will double the efficiency of AI based 

Intelligence, Surveillance, Reconnaissance (ISR) capabilities. These 

technologies will be absolute in processing, and analyzing information 

and actionable intelligence for military/nuclear decision makers.23 AI 



 

8 

Syed Sadam Hussain Shah 

 

CISS Insight Vol.VII, No.2 

 

based computers can detect patterns in thousands of photos that a 

human eye may never be able to see and make sense of. 24  

Although AI-powered ISR at land, sea, or in space will help in 

obtaining accurate information about an enemy (enemy targets, C3, 

military, and nuclear facilities), and maintaining a decisive military 

and strategic superiority, it will doubt the survivability and enemy 

state’s ability to strike back.  

The AI-powered ISR capability may deceive a state by giving it a false 

sense of confidence in using its nuclear arsenal first to decapitate the 

enemy state. Many of the enemy’s weapons may still survive, thus 

resulting in a nuclear exchange. Against such eventuality, the state 

with less ISR may have no other option but to increase the number of 

its missiles and nuclear weapons. These developments will not only 

destabilize the strategic stability but also increase the prospects of a 

nuclear arms race. However, if both states acquire the ability to have 

real-time intelligence regarding the adversary’s nuclear capabilities 

and operational strategy, it will lead to a stable situation.  

A mix of manned and unmanned submarines, undersea vehicles, and a 

network of sensors would provide timely and accurate information 

about the enemy’s activities underwater.25 The sea leg of any nuclear 

deterrent, however, is considered as the credible second-strike 

capability of a state. Detection of sea-based arsenal will weaken the 

nuclear deterrent of any state, which could have destabilizing 

international security implications. 

AI cyber threats and nuclear deterrence 

Spoofing is useful to fool a target by pretending to be the original 

source. In nuclear matters, it can be used to access top-secret 

information or for ordering a false nuclear launch or to expose the 

system’s vulnerabilities. 26 However, with the inception of AI and the 

use of speech synthesis, and faking voice commands, spoofing has 

been revolutionized in recent years. An AI hacker can lure in more 

targets quantitatively, and qualitatively than humans. Zero Fox, an IT 
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 security company conducted research to compare the efficiency of 

artificial and natural intelligence by sending different users a hacking 

malicious link. Artificial hacker (Ah) was taught to design and 

implement its own phishing bait, unlike Mr. Thomas Fox-Brewster 

who participated in the experiment. Ah succeeded in luring 275 

victims at the rate of 6.75 tweets per minute, and Thomas could only 

target 49 users and pump out 1.075 tweets per minute.27 28  

Malicious use of AI in spoofing makes nuclear decision-making and 

communication systems quite vulnerable. If several fake early-

warnings appear to be real, will the commander-in-charge of the 

nuclear weapons order the launch? Similarly, individuals working on 

sensitive information may mistakenly provide secret information to 

an AI hacker. The threats of cyber-spoofing are not recent. Emanating 

from threats, the scale and scope of attacks and methods are not only 

diverse but also real.  

It happened in 1983 when the algorithm of Early Warning System 

(EWs) wrongly sensed incoming missiles, a warning sounded multiple 

times; however, the officer-in-charge Stanislav Petrov prevented the 

imminent crisis by trusting his instincts and not the alarm bell. 29  

The rise in the use of autonomous weapons and systems will also 

drive inferior AI adversaries’ interest in using cyber countermeasures. 

30 Every software run machine is vulnerable to attack, and particularly 

zero-day attacks come out even with all the defensive measures.  

Some security researchers have pointed to the fact that autonomous 

vehicles can be hacked. For instance, Alexey Kurakin, Ian J. Good 

Fellow and Sami Bengio demonstrated how autonomous vehicles can 

be hacked by manipulating traffic signs to confuse the learning 

model.31 Developments in ease of AI based malware and exploits will 

further complicate the security of autonomous platforms. An 

autonomous nuclear delivery platform can be compromised and made 

to launch an attack against the wrong country. Such a situation may 

pose a serious dilemma for the decision makers at all levels. Generally, 
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it is believed that a pre-programmed UAV will reduce the risks of 

cyber-attack on communication lines.32 The UAVs, however, can be 

hacked and identified by using electronic and digital jamming 

techniques. In June 2019, Iran identified and shot US surveillance 

monster (drone) RQ-4A Global Hawk. The drone was capable of 

conducting advanced recon and surveillance missions by using 

infrared, thermal imaging, radar, and electro-optical imaging.33 

In addition, when such autonomous platforms are put under 

communication dead environment (pre-programmed), the operator 

and decision maker may not be able to detect that the system was not 

functioning properly. A malfunction in the system may jeopardize the 

whole operation. Likewise, a malfunctioned autonomous system may 

also launch four weapons instead of one. These scenarios will not only 

bring key challenges to the cybersecurity of these systems, but they 

will also add complexity to the reliability of their command and 

control system. 

The impact of AI on nuclear doctrines 

The use of autonomous delivery platforms and autonomous detection 

systems will increase the time urgency and pose several risks to the 

second strike capability of the states with less AI capabilities. This will 

compel states to rely on comparatively more ready nuclear arsenal 

where weapons are placed close to the delivery systems. The less AI 

capable states may also delegate the authority to use these weapons 

to lower commanders owing to the time urgent decision making 

needs. These states may decide to increase the number of their 

nuclear warheads to ensure survival of a sufficient number of their 

weapons in an attack situation. Time urgent nuclear doctrines will 

also be more prone to accidental and unauthorized nuclear launch. 

However, on the other hand, states with superior AI based detection 

systems may resort to first strike doctrines, though for different 

reasons. They might become confident to destroy their enemy in a 

comprehensive first strike and intercept the remaining retaliatory 
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 enemy strike by the timely identification of their AI based detection 

systems and leaving their missile defences to do the remaining job. 

The dangers of AI swarms 

The possibilities of terrorists getting their hands on dirty bombs and 

autonomous platforms are all real. 34 The detection technology is still 

not able to develop a reliable solution to deal with the problem, and 

counterterrorism officials are still facing problems to cooperate and 

coordinate their efforts at all levels.35 For instance, it would be 

difficult to counter a hundred thousand drones carrying dozens of 

dirty bombs. How would an aircraft formation respond or neutralize 

such a threat? Imagine if a swarm of undersea drones launches an 

attack on the naval fleet, or is used in the detection of submarines 

underwater. Further studies would be needed to assess the impact of 

such technologies on nuclear deterrence stability. 

These swarms can bring significant advantage to the navy, air force, 

army and nuclear forces of any nation. The software once written can 

be copied and distributed all over the world. In addition, mini drones 

are now becoming cheaper, more efficient, and easily available. Not 

only that the terror group ISIS has actually operated flying drones to 

conduct an IED attack, but it was also used for an assassination 

attempt on Venezuelan President Nicolas Maduro.36 Therefore, with 

the inception of AI hardware and software agents, the threat of the 

use of dirty bombs by terrorists has increased. 

The ethics of using AI in nuclear matters 

The possibility of using AI in nuclear matters would raise several key 

ethical issues. For instance, if an AI-robot launches nuclear weapons 

in an unintended situation, who would own the destruction and 

causalities? Another issue is the occurrence of algorithmic decisions 

based on large, but not necessarily accurate data sets.37 The biased 

data input could affect the decisions to launch nuclear weapons, 

which could lead to a crisis.  
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Conclusion 

The rise in the malicious use of AI may increase the risk of accidents, 

nuclear war, and escalation. The ease of exploit development, AI 

spoofing, and the range of advanced tools will allow hackers to 

compromise more computers and networks, and the use of AI in 

nuclear affairs will bring aggressive nuclear doctrines.  

States with less AI capabilities may resort to nuclear first strike or use 

cyber offence as protective measures. However, the cyber offence as a 

countermeasure is a mixed blessing. It could be dangerous if used to 

divert the attack on the wrong country.   

In addition, the state with advanced AI capabilities may also like to 

opt counterforce first strike based on the accurate and more reliable 

information received by its autonomous detection systems. However, 

some of the enemy weapons may survive and the adversary may 

launch them against unguarded heavily populated cities.  

The autonomous delivery platforms are also vulnerable to 

cyberattacks, as, like all other computer-driven systems, they run on 

software, and every software is vulnerable to cyber attacks and 

particularly to zero-day attacks.  

There is a possibility of terrorists using cheaper and more effective 

autonomous drones, to conduct attacks on nuclear facilities of a 

country. For instance, an aircraft or a battle carrier group cannot 

neutralize a swarm of a thousand drones that can fly 1500 miles at the 

speed of 60m/h. Some states may even have the ability to use millions 

of such drones coupled with other technologies in a battlefield.  

Although, the malicious use of AI will allow for more targets for 

hacking, however, it can help auto-detect the existing vulnerabilities 

and misconfigurations in the autonomous systems, AI based 

platforms, networks, and computers before an attacker could 

compromise it. In 2016, the US defense advanced research projects 

agency (DARPA) practically demonstrated the use of autonomous 
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 computers, which detected software flaws, and implemented patches 

to fix the bugs.38   

The autonomous agent not only can predict the type and nature of 

future attacks but may also help in tracing the attacker by comparing 

the attack signatures with the existing database. It cannot only help 

identify the unknown programs but will also help in tracking them 

down. Another possibility is the use of autonomous software that can 

identify the flaws in the software of autonomous systems by frequent 

pen testing. This will issue a premature warning about the 

vulnerabilities and the time to fix them before the adversary in the 

real time operations succeeds in exploiting it. In addition, the 

intrusion detection system (IDS) specially designed to meet the 

requirement and needs of autonomous platforms would be helpful in 

determining malicious intrusions in real time operations. For 

instance, an autonomous vehicle can be programmed to stop all of its 

operations if the IDS issues an intrusion warning. However, quantum 

computing and AI based cryptanalyst tools may be a key challenge to 

secure strategic communications. 

Spoofing early warning systems could cause an inadvertent 

escalation. For instance, what if malicious actors hack into early 

warning systems and trigger a false alarm. This could start an 

unintended nuclear war. The AI based decision making, however, 

could be useful in making sense of big data, time urgent responses in a 

stressful environment. At the same time, it has some serious ethical 

and reliability issues. 
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